amaysim group Privacy Policy
October 2018
This document sets out the amaysim group’s policy on handling the personal information that
amaysim and its related companies collect about individuals including customers, potential
customers and shareholders.
If you are a customer of amaysim, Vaya, Click Energy, Zenconnect, Live Connected, AusBBS
Universal Business Devices, On The Move or From China with Love, this Privacy Policy applies
to you.
1.

Protection of your privacy and personal information
We take the protection of your privacy very seriously. This Privacy Policy sets out how
we deal with your personal information.
Each member of the amaysim group is bound by the Australian Privacy Principles under
the Privacy Act 1988 (Cth) (“Privacy Act”). As a supplier of telecommunications and
energy services, the amaysim group also has obligations under other laws, regulations
and industry codes.
By using our websites, or by providing any personal information to us, you consent to
the collection, use and disclosure of your personal information as set out in this Privacy
Policy.

2.

What personal information do we collect?
In order for us to supply services and benefits to you, we need to collect certain
personal information about you. This personal information may include your name,
address, telephone number, date of birth, email address and other contact details,
bank account, credit card details, credit history and other financial details, occupation
and details of your use of our products, services or benefits (which may include details
of telephone calls you have made and received and of other types of communication
you use).
We will not collect sensitive information from you.
From time to time, you may provide us, and we may collect from you, personal
information of a third party. Where you provide the personal information of a third
party, it is your responsibility to ensure that these persons are aware of this Privacy
Policy, understand it, and agree to accept it.
You do not have to provide us with any personal information, however, if you do not do
so, we may not be able to complete a transaction you have entered into, finalise
payment of a product or service you have requested, make delivery of a product or
service you have ordered, grant credit terms, validate your entry in a promotion, or
otherwise provide you with the products, services or benefits you have requested.
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3.

How we collect personal information
We may collect personal information in a range of ways, including:

4.

-

when you provide it directly to us, for example, by submitting it to us via our
websites, via any electronic or paper forms you submit to us, or by you providing
information to our representatives by telephone, email, Live Chat or any social
media networks through which you liaise with us;

-

in the course of providing you with a requested product, service or benefit;

-

from third party service providers, business partners, including, without limitation,
commercial associates or credit reporting agencies;

-

from publicly available sources;

-

from electronic tagging mechanisms such as cookies;

-

from our records of your use of the service; and

-

when we are required to do so by law, or to meet the requirements of a government
body or agency, for example, when we are required to verify your identity from
certain documents before supplying a product, service or benefit to you.

Why we collect, use and disclose personal information
We will use the personal information we collect for the purpose disclosed at the time
of collection, or otherwise as set out in this Privacy Policy. We will not use your personal
information for any other purpose without first seeking your consent, or where
authorised or required by law.
We collect, use and discloses personal information about you in order to supply our
products, services or benefits to our customers, or for related purposes. Here are a
few examples:
-

using your credit related information to assess an application for credit made by
you to us;

-

billing for your use of our services and administering your use of our products,
services and benefits;

-

business planning and product development;

-

informing you about problems with our products, services or benefits;

-

informing you about ways our products, services or benefits, or your use of our
products, services or benefits, can be improved;

-

reviewing and improving our products, services or benefits;

- 2 of 8 -

-

providing you with marketing and promotional material, including by direc t
marketing (see 9, below), information about other products and services, including
products and services provided by our commercial associates (unless you tell us
that you opt-out of the use of your personal information for these purposes, as
detailed below);

-

seeking, obtaining or receiving professional advice, such as legal or financial advice;

-

where required by or in accordance with any industry code or standard, where
required or authorised by law, including law enforcement and national security
agencies and other government and regulatory authorities (for example, to assist
in connection with legal proceedings, crime or fraud protection, detection and
prosecution);

-

complying with our obligations as a supplier of telecommunications servic es, for
example, in order to maintain the Integrated Public Number Database or to give
effect to mobile number portability;

-

protecting the safety of you or any member of the public, for example, to avoid
an imminent threat to a person’s life;

-

exchanging information about you with credit providers for the purpose of
assessing an application by you for credit, notifying other credit providers of a
default by you, exchanging information with other credit providers as to the status
of this credit where you are in default with other credit providers, or to assess your
creditworthiness. The information exchanged can include anything about your
credit worthiness, credit standing, credit history or credit capacity that credit
providers are allowed to exchange under the Privacy Act. The credit reporting body
that we will collect consumer creditworthiness information from is DBCC Pty Ltd
(www.dnb.com.au).

-

giving credit information to a credit reporting agency either for the purpose of
obtaining a consumer credit report about you or allowing the credit reporting
agency to create or maintain a credit information file containing information about
you, or both. In addition to using your consumer credit information, we may also
use commercial credit information from a credit reporting agency relating to you,
to assist us in assessing an application by you for consumer credit. This information
may be given before, during or after the provision of credit to you. This information
is limited to: your name and address; the fact that you have applied for credit under
this Contract; the fact that we provide credit to you;

-

using your credit related information to collect payments that you owe to us;

-

disclosing your credit related information within our business where we are
considering whether to provide credit to you;

-

using and disclosing credit related information that we hold about you in relation
to any access or correction requests that you make to us, a credit reporting
provider or another credit provider;
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5.

-

using and disclosing credit related information that we hold about you in relation
to any complaint that you make, whether to us, a regulator or any provider of a
recognised external dispute resolution scheme;

-

using and disclosing credit related information that we hold about you as
required by law or the order of a court or tribunal;

-

where you otherwise expressly consent to the use or disclosure;

-

in order to provide services to stakeholders, either by our self or through our share
registry, including providing services to shareholders in connection with their
holding in amaysim.

Who we may disclose your personal information to
We may also disclose your personal information to third parties who work with us in
our business (located in Australia or overseas) including, without limitation, any of our
commercial associates, related bodies corporate (as defined in the Corporations Act
2001 (Cth)), suppliers and business partners, agents, consultants, professional
advisers to help provide, promote or improve the products, services or benefits we
provide, or where authorised or required to do so by law.
For example, we may disclose your personal information to:
-

the operator of our customer service centre and relevant partners;

-

our billing and debt-recovery service providers;

-

our information technology suppliers;

-

our share registry, Computershare Limited

-

the National Australia Bank, the Commonwealth Bank, EP2 Payments, VIX Verify,
PayPal Australia, Westpac, Paycorp and SecurePay, as set out in 6 and 7 below.

We may also disclose personal information in circumstances where it is authorised or
required to do so by law, and in circumstances where we consider it is appropriate to
do so in order to ensure laws are complied with, for example, to reduce the occurrence
of fraud.
6.

Use and disclosure of your personal information for identity checking requirements
We may use and disclose your personal information when legally required to do so,
including for the undertaking of identity checks via third party systems. Before
checking your identity details, we will confirm that you are authorised to provide
personal identity details to us so that we may match those details with information
held by the issuer of Official Record Holder via third party systems.
In order for you to activate your mobile service and as part of the identity checking
process, some of your personal information may be supplied to VIX Verify Pty Ltd. (“Vix
Verify”) so as to perform an identity check against the Australian Government’s
Document Verification Service (“DVS”). Vix Verify may also be required by law to
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collect and disclose personal information about you, for example, under counter
terrorism legislation.
To provide you with energy services, as part of the identity checking process, some of
your personal information may be supplied to Experian Australia Credit Services Pty
Ltd. (“Experian”) to perform an identity check. Experian may also be required by law
to collect and disclose personal information about you, for example, under counter
terrorism legislation.
If you do not consent to your personal information being supplied to Vix Verify, the
DVS or Experian, you may not be able to obtain a service from us.
7.

Use of your personal information by Financial Institutions
We engage financial institutions including National Australia Bank Limited (“NAB”),
the Commonwealth Bank of Australia (“CBA”), EP2 Payments Pty Limited (“EP2
Payments”), PayPal Australia Pty Limited (“PayPal”) Westpac Banking Corporation
(“Westpac”), Global Payments Inc. ("eWay"), Secure Pay Pty Ltd (“SecurePay”) and
Paycorp Holdings Pty Ltd (“Paycorp”) to supply merchant facilities to us. These
merchant facilities allow us to process electronic transactions, including credit and
debit transactions.
In order for you to use the electronic transaction facilities that we make available in
connection with our services, some of your personal information will be supplied to
NAB, CBA EP2 Payments, PayPal, Westpac and SecurePay. In some circumstances,
information you supply will be collected directly by NAB, CBA, EP2 Payments, PayPal,
Westpac, eWay and SecurePay and will not be disclosed or available to us. NAB, CBA,
EP2 Payments, PayPal, Westpac, eWay, SecurePay and Paycorp may be required by
law to collect and disclose personal information about you, for example, under counter
terrorism and anti-money laundering legislation.
NAB, CBA, EP2 Payments, PayPal, Westpac, eWay, SecurePay and Paycorp may
disclose your personal information to service suppliers and companies and
organisations that they have a commercial relationship with, or to other organisations
or authorities that they are authorised or required by law to disclose to.

8.

Use of personal information by Google Analytics
We use Google Analytics to record information about the number of and types of
visitors to our websites.
We and third-party vendors, including Google, use first-party cookies (such as the
Google Analytics cookie) and third-party cookies (such as the DoubleClick cookie)
together to inform, optimise and serve ads based on someone’s past visits to our
websites. We explain what cookies are, and why we use them, at 9 below. You can find
out more about cookies by taking a look at Google AdSense.
You can opt-out of Google Analytics for Display Advertising and customise Google
Display Network ads using the Google Ads Preferences Manager.
You can also use the Google Analytics opt-out browser add-on to instruct the Google
Analytics Java script not to send any information about the website visit to Google
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Analytics.

9.

Direct marketing
We may also use and disclose your personal information to send direct marketing to
you from us and/or from third parties including, without limitation, social networking
sites, our related bodies corporate, commercial associates, suppliers and business
partners, agents, consultants, professional advisers, who work with us to help provide,
promote or improve the products, services or benefits we provide.
The direct marketing may relate to the products, services and benefits we provide or
the products, services or benefits of other parties or to keep you informed of new
developments we believe may be of interest to you, and may continue after you stop
acquiring any products or services from us until you opt-out.
You may opt-out of receiving this direct marketing through the unsubscribe function
that will be made available to you with each direct marketing communication.
Alternatively you may opt-out of receiving direct marketing for each of the following
brands as follows:
amaysim customers, by going to the ”my amaysim” section of our website at
www.amaysim.com.au or by using our live chat service, e-mail or calling our servic e
hotline on 1300 808 300.
AusBBS customers, by contacting customerservice@ausbbs.com.au
Vaya customers, by contacting 1300 008 292 or talk@vaya.net.au
Click Energy customers, by contacting 1800 775 929 or emailing
service@clickenergy.com.au
On The Move customers, by contacting 1300 850 360 or emailing
service@onthemove.com.au
ZenConnect customers, by contacting 1300 885 936 or help@zenconnect.com.au
Live Connected customers, by contacting 1300 008 292 or talk@vaya.net.au
From China with Love customers, by emailing contactus@fromchinawithlove.com.au
Universal Business Devices customers, by emailing
contactus@universalbusinessdevices.com.au

10.

Use of cookies
We may obtain information about your general internet usage by using cookies. A
cookie is a text file, which is generated by your internet browser and stored on the hard
drive of your computer. Cookies help us monitor how visitors are using our website and
allow us to improve our site and to deliver a more personalised web experience. Some
of the cookies we use are essential for the site to operate, whereas others are aimed
at enhancing and personalising your user experience.
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Information collected via cookies may also be used for providing you with marketing
and promotional material when you use the internet. You can control your cookies in
your internet browser’s settings.

11.

How we store and protect personal information?
We store personal information in a combination of computer storage facilities, paper based files and other records. In doing so, we have taken numerous steps to protect
your personal information from misuse, interference and loss, and unauthorised
access, modification or disclosure.
Additionally, we take reasonable steps to destroy or de-identify personal information
when we no longer need it.
The internet is not a secure method of transmitting information. Accordingly, we
cannot and do not accept responsibility for the security of information you send to or
receive from us over the internet, or for any unauthorised access or use of that
information.

12.

Do we send personal information overseas?
We may disclose some of your personal information to organisations outside Australia,
including but not limited to Canada, China, Germany, India, Ireland, Pakistan,
Philippines, Poland and USA for the purposes described above.
Some of these countries may not have the same or substantially similar privacy laws
as those set out in this Privacy Policy and the Australian Privacy Principles. We may
not require organisations to which we disclose personal information in those countries
to comply with similar privacy laws, and accordingly your personal information may
not receive the same protections that it would in Australia.
By providing your personal information to us, you consent to our disclosure of your
personal information to organisations in those countries even though it may not
receive the same protections that it would in Australia. You may request us not to
transfer your personal information to the countries listed above, but if you do so we
may not be able to provide you with the products, services or benefits you have
requested from us.

13.

How you can access your personal information
We will take reasonable steps to keep personal information we collect use and retain
about you accurate and up-to-date. This may include periodically requesting your
confirmation of the accuracy of the information we hold about you.
If there are any errors in the personal information we hold about you, or if you tell us
that any of your personal information has changed (for example, your address), we will
correct and update the information we hold about you.
At your request, we will provide you with a copy of any personal information which we
hold about you, unless an exception to the Privacy Act applies. We may charge a fee
for retrieving this information, in which case we will inform you of the fee and obtain
your agreement to that fee before providing the information.
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Please visit the amaysim website at www.amaysim.com.au/terms-policies and
complete and submit the Personal Information Request form if you would like to obtain
a record of your personal information that we hold.
14.

How to contact us or make a Privacy Complaint
If you have any questions about this Privacy Policy, if you wish to update information
we hold about you or if you wish to make a complaint about our collection, use or
disclosure of your personal information under this Privacy Policy, please contact:
*Privacy Officer*
PO Box R567
Royal Exchange NSW 1225
or
privacy@amaysim.com.au
Please advise which related amaysim group company you are a customer of.
Complaints will be forwarded to the amaysim group’s Privacy Officer who will
acknowledge and respond to complaints within 30 days.
The response will confirm whether or not there has been a breach. In the event of a
breach the response will provide detailed information on what action is being taken to
rectify the breach, how similar breaches will be prevented in the future and if there are
any actions you should take to minimise the impact of any such breach.
Should you deem the resolution as unsatisfactory, or if there is failure to respond
within the 30 day timeframe, a request to review the complaint and resolution can be
made.
If you remain unsatisfied you can visit the Office of the Australian Information
Commissioner (OAIC) at www.oaic.gov.au to lodge a further complaint.

About this policy
Any personal information we hold is governed by the most current amaysim group Privacy
Policy. This policy is publicly available via our websites. This policy is reviewed from time to
time to take account of new laws and technology and changes to our operations and practices,
and to make sure it remains appropriate to the changing environment.
This policy applies to entities within the amaysim group operating in Australia. These include
amaysim Australia Ltd, amaysim Services Pty Ltd, Eastpoint IP Pty Ltd, amaysim SaleCo Ltd,
Vaya Pty Ltd, Live Connected Holdings Pty Ltd, Live Connected Incubator Co. Pty Ltd, Live
Connected Pty Ltd, Zenconnect Pty Ltd, amaysim Ventures Pty Ltd, amaysim Operations Pty
Ltd, amaysim Labs Pty Ltd, Australian Broadband Services Pty Ltd, On the Move Pty Ltd, Click
Energy Pty Ltd, M2C Services Pty Ltd and Click Group Holdings Pty Ltd.
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